
Introduction Reconnaissance & OSINT 

to Analyzing Data Breach 



Topic 
q Introduction About Reconnaissance

q Introduction About OSINT

qAttack Scenario 

qType Attack 

qStudy Case 

qPrevention 

qBonus Resources  



What is Reconnaissance?
 



Type of OSINT?
qSOCMINT (Social Media Int)

qHUMINT (Humant Int)

qSIGINT (Signal Int)

qGEOINT (Geospatial Int)

qDARKINT (Darkweb Int) 



Other Technique

Search information on internet, e.g dorking, 
scrapping, web fingerpint, document, relation, 
employee, email & phone number  

Passive Footprinting 

Using tools, techniques and interaction to target, e.g  
whois, social e,  scanning, injection, exploit and post 
exploitation 

Active Footprinting 



Example Scenario



Social e and Spear 
Phishing

Malware Credential Reuse CVE or Zero Day Exploit

Types Attack
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Example Case



KAI Data Breach

KAI



KAI Data Breach

KAI

Analysis results

• Data leak sensitive information exposure (Laravel 
debug true)

• Data breach employe 
• Credential reuse 
• Malware or backdoor C2C 



Mandiri

Mandiri Data Breach



Mandiri

Mandiri Data Breach



Analysis Result

• Data leak email
• Data breach employe and platform third party
• From data breach to social engineering (init access)

Mandiri Data Breach

Mandiri
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Prevention



Edu employee

Backup & Backup Encrypt document, email 
message and sensitive stuff

Audit WAF, IPS & IDS or SIEM

Takedown sensitive 
information on internet

Maintance credentials access Enable 2FA for credentials Monitoring data breach
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Bonus Section



Free Resources & Book 

OSINT CHEAT SHEET

Table of Content 

• Web Intel
• SOCMINT
• SIGINT
• Collection Dataset
• GEOINT
• Darkweb Intel
• CTI
• Cryptocurrency Intel



Free Resources & Book 

OSINT Handbook

Table of Content

• Intro about cyber threats intelligence
• Technique cyber threats intelligence 
• Platform  cyber threats intelligence 
• Sample files and case study
• Prevent OSINT technique 
• Real case and live target 
• Prevent cyber threats
• Social engineering
• Intro about OSINT 
• OSINT technique
• Spiderfoot tool
• Maltego tool
• Bonus 
• Quiz 
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